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TOP ATTACKS AND BREACHES

e In ajoint statement with Germany and NATO, the Czech Republic uncovered a cyber espionage
campaign by Russian state affiliated actor APT28. These cyber-attacks targeted Czech institutions using a
new vulnerability in Microsoft Outlook. APT28, linked to Russian military intelligence, is involved in a
long-term espionage campaign across Europe, compromising political and state institutions.

e Dropbox Sign eSignature platform suffered a breach where hackers accessed customer emails,
usernames, phone numbers, hashed passwords, APl keys, OAuth tokens, and MFA keys. The breach did
not affect customer documents or other Dropbox services.

e American healthcare provider Kaiser Permanente disclosed a data security incident affecting about 13.4
million people due to third-party trackers on its websites and mobile applications. These trackers, now
removed from the organization’s platforms, may have transmitted personal information of patients to
vendors like Google, Microsoft Bing and X (formerly Twitter).

e A cyberattack targeted Kansas City's Scout System, disabling real-time weather and traffic information
services. This system, managed by the Departments of Transportation of both Missouri and Kansas,
experienced system-wide outages affecting traffic cameras and digital message boards, impacting critical
communications during severe weather conditions.

e London Drugs, a Canadian retail pharmacy chain, experienced a significant cybersecurity incident that
forced the temporary closure of several stores. The attack, which involved unauthorized access to their
systems, prompted an immediate response prevent further unauthorized access.

e Panda Restaurant Group, the largest Asian-American restaurant chain in the United States, suffered a
data breach, affecting the personal information of associates. The breach, detected on March 10", 2024,
involved unauthorized access to corporate systems between March 7-11, compromising details like
driver’s license numbers.

e The Hopital de Cannes (CHC-SV) in France was targeted by the Lockbit ransomware gang in an attack
that caused severe disruptions to its operations. The attack forced a shutdown of hospital’s systems and
rescheduling of non-emergency procedures and appointments. Following a refusal to pay a ransom
demand, the ransomware group published confidential data stolen from the hospital.

Check Point Harmony Endpoint and Threat Emulation provide protection against this threat
(Ransomware.Wins.LockBit.ta*; Ransomware.Win.Lockbit; Gen.Win.Crypter.Lockbit.Al, Ransomware_Linux_Lockbit)
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https://mzv.gov.cz/jnp/en/issues_and_press/press_releases/statement_of_the_mfa_on_the_cyberattacks.html
https://www.bleepingcomputer.com/news/security/dropbox-says-hackers-stole-customer-data-auth-secrets-from-esignature-service/
https://www.bleepingcomputer.com/news/security/kaiser-permanente-data-breach-may-impact-134-million-patients/
https://therecord.media/kansas-city-traffic-system-cyberattack
https://www.bitdefender.com/blog/hotforsecurity/london-drugs-closes-stores-after-run-in-with-hackers/
https://www.bleepingcomputer.com/news/security/panda-restaurants-discloses-a-data-breach-after-corporate-systems-hack/
https://www.bleepingcomputer.com/news/security/french-hospital-chc-sv-refuses-to-pay-lockbit-extortion-demand/
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VULNERABILITIES AND PATCHES

e Four critical vulnerabilities were discovered and patched in HPE Aruba devices, which could enable
remote code execution. These vulnerabilities (CVE-2024-26304, CVE-2024-26305, CVE-2024-33511, CVE-
2024-33512), found in ArubaOS, impact various networking devices managed by Aruba Central.

e Team82 researchers have uncovered a deserialization vulnerability (CVE-2022-23450, CVSS v3 score of
9.8) in Siemens SIMATIC Energy Manager, a critical infrastructure component. The vulnerability allows
remote code execution that could enable attackers to gain control over affected systems. A proof of
concept is available, with relevant patches in place.

e CISA reported multiple severe vulnerabilities in CyberPower's PowerPanel software. These
vulnerabilities, exploitable remotely with low complexity, could lead to authentication bypass,
administrator privilege acquisition, JWT token forgery, arbitrary file writing and code execution, SQL
injection, and more. Affected versions are PowerPanel 4.9.0 and earlier.

e Researchers have identified a critical vulnerability, CVE-2024-27322, in the R programming language that
allows arbitrary code execution through deserializing untrusted RDS or RDX files. This flaw affects the
readRDS function, posing a significant supply chain attacks risk, potentially compromising systems by

executing malicious code during data serialization processes.
THREAT INTELLIGENCE REPORTS

e Check Point reports an increase in phishing attacks where scammers impersonate Shein to steal user
credentials. Over 1,000 such fraudulent emails were identified, featuring misleading subject lines and
links to credential harvesting sites, exploiting Shein's popularity and customer excitement.

e Researchers have identified a malware campaign named Mal.Metrica that exploits vulnerabilities in
popular WordPress plugins to redirect users to scam sites. The malware injects fake verification prompts
on compromised websites, tricking users into initiating redirects. This campaign has compromised over
17K websites by targeting vulnerabilities in plugins like tagDiv Composer and Popup Builder.

e Researchers have uncovered the activities of the Muddling Meerkat APT, seemingly a China affiliated
nation state actor. Findings show that this group manipulates China's Great Firewall for its espionage
operations, focusing on surveillance and data exfiltration without detection. Their tactics include the use
of malware and network intrusion to gather intelligence and monitor communications.

e A new report highlights multiple campaigns by Iran-linked group APT42 in the past year. The threat actor
used phishing emails from spoofed “trusted” accounts, such as journalists, legitimate services, and
businesses to gain access to cloud credentials. The threat actors also used two separate backdoors,
dubbed NETCURL and TAMECAT, as part of their campaigns.
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https://thehackernews.com/2024/05/four-critical-vulnerabilities-expose.html
https://claroty.com/team82/research/exploiting-a-classic-deserialization-vulnerability-in-siemens-simatic-energy-manager
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://cyberint.com/blog/research/new-vulnerability-in-rs-deserialization-discovered/?utm_content=291740185&utm_medium=social&utm_source=twitter&hss_channel=tw-2930991403
https://blog.checkpoint.com/harmony-email/spoofing-shein-for-credential-harvesting/
https://blog.sucuri.net/2024/05/mal-metrica-redirects-users-to-scam-sites.html
https://blogs.infoblox.com/threat-intelligence/a-cunning-operator-muddling-meerkat-and-chinas-great-firewall/
https://cloud.google.com/blog/topics/threat-intelligence/untangling-iran-apt42-operations

