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TOP ATTACKS AND BREACHES 

• Manage My Health, New Zealand’s largest patient portal, has acknowledged a cyberattack occurred 

on December 2025, that potentially exposed data of nearly 110K users. An alleged attacker, dubbed 

Kazu, claimed responsibility and demanded a $60,000 ransom. 

• France’s Office for Immigration and Integration has confirmed data theft via a third-party operator 

after a hacker posted samples online. The exposed records include names, contact details, entry 

dates, and reasons for stay for foreign residents.  

• Ledger, a global crypto hardware wallet maker, has disclosed a breach at e-commerce partner 

Global-e exposing customer contact and order details. Attackers launched phishing lures 

impersonating both firms to harvest wallet data. Ledger said wallets and seed phrases were 

unaffected, but targeted scams increased. 

• Giant US fiber broadband provider, Brightspeed, was claimed as breached by the Crimson Collective 

extortion gang. The intrusion allegedly exposed sensitive information belonging to over 1 million 

customers; however the company has not yet confirmed the incident. 

• American Dartmouth College, has disclosed that an August attack exploiting Oracle E-Business Suite 

exposed personal information of over 40,000 people. Leaked data includes Social Security numbers 

and bank account information. Reports attribute the intrusion to Clop ransomware group. 

Check Point IPS, Threat Emulation and Harmony Endpoint provide protection against this threat (Oracle 

Multiple Products Remote Code Execution (CVE-2025-61882, CVE-2025-61884); Ransomware.Win.Clop; 

Ransomware.Wins.Clop; Ransomware.Wins.Clop.ta.*) 

• JBS Mental Health Authority, a regional US nonprofit, has experienced a ransomware attack in late 

December. The organization was listed by the Medusa ransomware group, which claims it stole 

168.6GB of data, including sensitive client records and internal operational information. 

Check Point Threat Emulation provides protection against this threat (Ransomware.Wins.Medusa) 

• Prosura, an Australia and New Zealand car rental insurance provider, has reported a data breach that 

resulted from an unauthorized access to parts of its systems. The attacker allegedly exposed driver 

licenses and policy documents. Prosura paused online self-service and said payment card data is not 

stored in its systems.  

• Free Speech Union, a UK membership organization, has experienced a data breach after activist 

group Bash Back compromised its website and posted transaction details online. Records for 

thousands of donations were leaked, including amounts and comments. The organization took its 

site offline as a precaution. 

https://www.infosecurity-magazine.com/news/new-zealand-orders-review-manage/
https://www.lemonde.fr/en/pixels/article/2026/01/05/foreigners-data-stolen-in-hack-of-french-immigration-agency_6749111_13.html
https://www.bleepingcomputer.com/news/security/ledger-customers-impacted-by-third-party-global-e-data-breach/
https://cybersecuritynews.com/crimson-collective-allegedly-claim-breach-of-brightspeed/
https://www.thedartmouth.com/article/2026/01/more-than-40000-hit-by-dartmouth-data-breach
https://www.breachsense.com/breaches/jbs-mental-health-authority-data-breach/
https://www.abc.net.au/news/2026-01-07/car-excess-insurer-prosura-hit-by-cyber-breach-customer-data/106204198
https://www.thepinknews.com/2026/01/06/free-speech-union-trans-hack/
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VULNERABILITIES AND PATCHES 

• SmarterTools fixed CVE-2025-52691, a critical pre-auth remote code execution flaw with a CVSS 

score of 10.0. Successful exploitation allows an attacker to upload files and write to web-accessible 

paths, potentially resulting in full server compromise.  

Check Point IPS provides protection against this threat (SmarterMail Arbitrary File Upload (CVE-2025-52691)) 

• A patch was released for CVE-2025-64496 vulnerability in Open WebUI, a self-hosted interface for AI 

models, enabling code injection via the Direct Connection feature and potential remote code 

execution. Versions through 0.6.34 are affected. 

• Cisco has addressed CVE-2026-20029, a medium-severity flaw in Identity Services Engine and ISE-PIC, 
which allows administrators to access sensitive files via improper XML parsing. Exploitation of the 
flaw requires valid admin credentials. 

THREAT INTELLIGENCE REPORTS 

• Check Point Research observed GoBruteforcer, a modular Go botnet brute-forcing Linux servers 

running phpMyAdmin, MySQL, PostgreSQL and FTP. Campaigns exploit AI-generated server 

deployments that propagate common usernames and weak defaults. The botnet converts hosts into 

scanners and credential harvesters, with crypto-focused runs stealing funds and expanding access 

through backdoors and IRC-based control. 

Check Point Threat Emulation and Harmony Endpoint provide protection against this threat 

• Check Point researchers identified the OPCOPRO “Truman Show” investment scam, which 

industrializes social engineering via WhatsApp and Telegram. Apps from official stores serve as 

interfaces to attacker servers, fabricating balances and trades, harvesting KYC documents, and 

driving identity theft and deposits. 

Check Point Harmony Endpoint provides protection against this threat 

• Researchers analyzed LockBit 5.0 ransomware, detailing ChaCha20-Poly1305 file encryption, X25519 

with BLAKE2b key exchange, termination of VSS and backup services, and Temp directory cleanup. 

LockBit 5.0 uses custom random extensions per execution, excludes system files, supports Stealbit 

exfiltration, and drops a ransom note threatening data leakage. 

Check Point Threat Emulation and Harmony Endpoint provide protection against this threat 
(Ransomware.Wins.Lockbit; Ransomware.Wins.Lockbit.ta.*; Ransomware.Win.LockBit; Gen.Win.Crypter.Lockbit) 

• Researchers uncovered PHALT#BLYX, an ongoing campaign that targets European hospitality via 

Booking.com-themed phishing and ClickFix-style fake BSOD/captcha lures that prompt PowerShell 

execution. The chain aims for credential theft and privilege elevation. 

Check Point Threat Emulation and Harmony Endpoint provide protection against this threat (RAT.Wins.Dcrat; 

RAT.Win.DCRat; InfoStealer.Wins.DcRat) 

https://thehackernews.com/2025/12/csa-issues-alert-on-critical.html
https://www.scworld.com/news/open-webui-account-takeover-flaw-could-lead-to-remote-code-execution
https://www.techradar.com/pro/security/vulnerability-in-identity-service-engine-with-exploit-code-patched-by-cisco
https://research.checkpoint.com/2026/inside-gobruteforcer-ai-generated-server-defaults-weak-passwords-and-crypto-focused-campaigns/
https://blog.checkpoint.com/mobile/the-truman-show-scam-trapped-in-an-ai-generated-reality/
https://asec.ahnlab.com/en/91945/
https://www.securonix.com/blog/analyzing-phaltblyx-how-fake-bsods-and-trusted-build-tools-are-used-to-construct-a-malware-infection/

